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A BRIEF STORY OF MY HEART



MY LIFE DEPENDS 
ON THIS HARDWARE
AND SOFTWARE
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WHAT COULD POSSIBLY GO WRONG?

Patient privacy issues

Battery exhaustion

Device malfunction

Death threats and extortion

Remote assassination scenario…



• Lack of testing user interfaces to 

prevent medical error

• Insufficient reporting of adverse

events

• Missing logging and forensic

capabilities

MEDICAL DEVICES 
SAVE LIVES AND 
TAKE LIVES
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In Collaboration With

H ippocratic Oath

Cyber Safety Capabilities What is your ready posture toward failure?

⚕ Cyber Safety by Design – Anticipate and avoid failure
⚕ Third-Party Collaboration – Engage willing allies to avoid failure
⚕ Evidence Capture – Observe and learn from failure
⚕ Resilience and Containment – Prevent cascading failure
⚕ Cyber Safety Updates – Correct failure conditions once known
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https://www.iamthecavalry.org/oath



THE STAIRS THAT 
ALMOST KILLED ME



BITFLIP IN THE AIR 
AND DEBUGGING 
MY PACEMAKER
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DATA ERROR IN PACEMAKER
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WHEN TRUST IS BROKEN...
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THE BENEFIT 
OUTWEIGHS THE 
RISK
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Technology for a better society
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